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Abstract—Many licensed and unlicensed frequency bands sup- interested foremost in reducing interference from othd?slS
port heterogeneous wireless networks running different physida ysing the same band. In contrast, for other forms of sharing,
and link layer protocols. These networks “share” spectrum, but in one might be interested in ensuring high aggregate thratghp

an anarchic and arbitrary manner, resulting in poor performance . oritizi devi th | Bhagh
for some networks and sub-optimal performance in aggregate. or in prioritizing some devices over others (e.g., a

This problem is likely to be of importance in the US 700 MHz headsets should get a certain bit-rate), or in ensuringethett
TV band, which is being explored for secondary use. type of network maximizes its throughput while not causing

This paper describesMetronome, a system that allows hetero- more than a certain level of interference to other networks.
geneous networks to coexist well. Metronome provides a flexible  The first contribution of this paper is to develop a simple

and expressive policy language that allows a network operator olicy lanauage that allows an administrative entity tore
to specify constraints on receiver performance metrics such policy guag Yy &S

as throughput or loss rates. Metronome then configures each & rich set of policies specifying the throughput, loss-ratel
participating transmitter with appropriate channel, bandwidth, interference requirements on the networks it manages. For

and transmission power settings automatically. Experiments from example, an ISP operating in the 700 MHz band might want to
an outdoor vehicular platform for monitoring the TV band, se channels and power levels that do not interfere with any
and from an indoor heterogeneous network of 802.11, ZigBee TV receivers or other ISPs’ transmitters, while an operator
and Bluetooth devices demonstrate the utility of Metronome’s - o
policy language. In a network of coexisting devices, we find that Of @ ZigBee-based sensor network might want to ensure that
Metronome improves the throughputs of ZigBee and Bluetooth none of its 802.11 transmitters interfere with the ZigBee
by more than 6x and that of 802.11 by more than 15%. nodes. There is a need for such a policy language because
bodies such as the IEEE 802.22 working group are only
standardizing mechanisms for detecting primary transnsitt

An increasingly popular way to cope with spectrum scarcitguch as TV signals and microphones within the 700 MHz
is to allow heterogeneous networks to share frequency banland. So, competing ISPs that wish to use this band must still
Unlicensed bands (such as the 915 MHz and 2.4 GHz bandpgcify their own policies so as to reduce mutual interfeeen
have always had many different networks operate conclyrenamong themselves.
but this shared use has led to performance probl@i—[i& 27Dur second contribution is to identify and implement a
that could worsen in the future. In addition, heterogeneosmall core set of mechanisms that allows several different
wireless networks are now being actively considered for tipelicies to be expressed flexibly. These mechanisms include
licensed bandsELEllS] because these bands are often vastlyextensible technique to detect activity in any band of the
under-utilized by the assigned (primary) network, even irelevant spectrum, the basic operations that each paatiicgp
densely populated areaE][Zl]. For example, the US Feddrahsmitter should support, and a control protocol to mkrio
Communications Commission (FCC) has recently issuedically communicate information about spectrum activitydan
notice E.’L] to open up licensed spectrum in the 700 MHz T inform each participating transmitter about its opegti
bands to networks that can use this spectrum on a secondzgvgnnel, bandwidth, and power.
(i.e., non-interfering) basis. The FCC has also recentbnepl We have implemented and evaluated our policy language
up the 3.65-3.7 GHz band under “lite” licensing conditionand attendant mechanisms as part of KM&ronome system.
that allow high-powered 802.11 devices to operate as s&wr policy language takes the form of SINR requirements
ondary transmitters. that must be maintained in order to maintain the desired

This paper addresses a key question inspired by these tretidk throughput and loss rates. Most current wireless devic
how should heterogeneous wireless networks operating iroperate only in narrow-band channels and cannot sense the
band coordinate with each other to share spectrum? Withirspectrum beyond simple energy detection within their opera
single network, this task is done using a media access (MAt)nal band. However, because the usable spectrum is tiypica
protocol and packet scheduling, but this approach does match larger, we deploy wideband-capable spectrum sensors
extend to situations where there is no common physical ior the form of software radio monitors to gather wide-band
link layer, and where a network provider might not be ablgpectrum activity information and assist in enforcing SINR
to control all of the devices (e.g., television transmdtand policies. We exploit monitor mobility to reduce the cost of
receivers, or competing network providers’ nodes). Intaldi monitor deployment, increase the size of the monitored, area
the right answer to this question depends on the context. Ford reduce the hidden terminal problem in which a monitor
example, an ISP operating in the 700 MHz band might Is=es a very different signal quality than an actual recelver

I. INTRODUCTION



to RF propagation effects. O_: —
We have implemented Metronome using the Universal 08 T /

Software Radio Peripheral (USRP) hardware and GNURadio or{ Joueeon ZigBee

software for the monitors. We evaluate Metronome on a L% . ;

heterogeneous network in the 2.4 GHz band consisting of g ! /

802.11b/g, Bluetooth and ZigBee scattered on one of thesfloor ZZ l /

of our office building. o2t f
We find that Metronome improves the throughputs of Zig- 01!l

Bee and Bluetooth by more thanx6and that of 802.11 by 0

more than 15% using only simple policies such as reserving 0 2°ZigBee and“;uemm p:c"ke“oss (%f" 100

minimum SINRs for ZigBee and Bluetooth, while letting

802.11 optimize the remaining capacity. Fig. 1. Effect of 802.11 interference on Bluetooth and ZigBess rates.

Il PROBLEMS DUE TO INTERFERENCE to localized interference. Both ZigBee and Bluetooth traits

Metronome implements three key concepts to detect signgisa much lower power (1 mW) than 802.11 (80 mW).

and combat interference across heterogeneous netwoJks: (iThe workload consists of TCP transfers for 802.11, latency-

a flexible policy framework for computing good transmittesensitive continuous voice traffic for Bluetooth, and loss-

settings; (i) a matched filter-based detection for sepagat sensitive continuous sensor traffic for ZigBee. The meties

out signal power of one particular network from interferencaverage completion latency for 802.11, and average link los

power of all other networks; and (i) mobile monitors foryates for Bluetooth and ZigBee. We don’t modify the default

collecting multiple spatially distributed samples of ssjand |ink parameters for ZigBee, and measure the link loss rates

interference levels around a receiver in order to robustféported by the kernel.

compute the signal and interference powers. Despite using some form of spread spectrum, there is some
We first describe the testbeds used for measuring signalgdence of significant interference-related problems Wiith

and interference and then show why we need to go beyop@jBee and Bluetooth. The effect of 802.11 interference on

simple energy detection to identify and reduce interfeeenc Bluetooth has been extensively quantified [13,/18, 27]. &, fa

A. Background and Experimental Setup interference problems are severe enoggh that the Bluetopth

i ) standard now has a mode called Adaptive Frequency Hopping

For our indoor testbed, we deployed 802.11, ZigBee andry) in which it can first scan channels for interference

Bluetooth devices, and monitored the interference gee@rabng selectively use channels that are cleaner. Unfortiynate

by one type of device at another device type, as well §$s scanning does not work if the Bluetooth transceiver is

the interference from external transmitters that are neteun ;jose to a strong interference source such as an 802.1blapto

Metronome’s control. There are two transmitters and Wg,.ause the RF front-end is driven to saturation by 802.11.

corresponding receivers for each device category (i-2,180 This phenomenon is called front-loading, and there are no

ZigBee and Bluetooth), and these devices are placed ra'ydo@étisfactory approaches to solve this problem.

and moved around on a large office floor. We deployed the

indoor testbed over a period of one month, and observed m&eObservations
than 200 unique devices of various types. The impact of interference on 802.11, ZigBee and Bluetooth
For 802.11, we used Atheros AR5212 cards operating i qualitatively different. First, because of the largeatiénce
the 2.4 GHz band. There are 11 overlapping 802.11 channilsrelative powers, when 802.11 interferes with ZigBee or
in this band. The center frequenEy of each channel is given Bluetooth, the link degradation is more severe on ZigBee
by F. = 2412+ 5c MHz, where c € [0,10 is the channel and Bluetooth. Second, these networks respond differeotly
number. The bandwidth of 802.11 is 22 MHz for 802.11b anidterference because of the nature of their workloads. Taie m
20 MHz for 802.11g. For ZigBee, we used Chipcon CC2428ffect of interference on 802.11 is to increase the conpieti
transceivers, which are mounted on CC2420DBK developmdatency of short TCP connections by several seconds. On
kits in order to accurately transmit and receive packet$ withe other hand, for ZigBee and Bluetooth, which carry loss-
low overhead, and measure link loss. ZigBee operates inbnesensitive or latency-sensitive traffic, the primary impictn
15 non-overlapping channels in the 2.4 GHz band. The centhe form of unacceptable signal or voice quality degradatio
frequencyr. of each channel is given by = 2405+ 5¢c MHz, We observed link losses of more than 85% for ZigBee and
c € [0,14], so 802.11 and ZigBee can fully overlap. Theéluetooth under moderate to heavy interference (i.e., when
bandwidth of each ZigBee channel is 3 MHz. Finally, théhere is severe SINR degradation, which happens when 802.11
Bluetooth transmitters and receivers we used were Bellamd Bluetooth are close to each other).
USB Bluetooth controllers and headsets. Bluetooth usesSFHSnk degradation due to interference. We place the ZigBee
(Frequency Hopping Spread Spectrum) across 79 channalsd Bluetooth devices at various random locations spread
each 1 MHz wide, also in the 2.4 GHz band. The hop rate aound our office floor over an area of 10,000 sg. ft., while
1600 times per second, which is designed to provide immuniysuring that packets can be exchanged with negligible loss
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Fig. 3. Observed spectrum of Bluetooth and two 802.11 trattersiusing
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energy detection.

802.11 latency increase (%)
Fig. 2. Effect of ZigBee and Bluetooth interference on 8Q24tency. ZigBee combinations. This process is not manually traetabl
as the number of devices grows.
between each transmitter/receiver pair. We then move the
802.11 devices around so that they can interfere with ZigBee m
and Bluetooth. We thus obtained more than 1000 readings

for the link performance of each protocol under interfeeenc A Metronome user dep|oys monitors over any area where
We measure the link losses on ZigBee and Bluetooth duedRe is concerned that some wireless receiver’s performance
interference from 802.11 (Figufé 1), as well as the increagfay degrade because of interference from other networks.
in TCP latency of 802.11 due to interference from Bluetoothhe user also expresses a sharing policy in the policy server
and ZigBee (Figurkl2). Figuf@ 2 shows that the median ZigBge the form of constraints on the SINR levels that differ-
loss rate exceeds 20%, which significantly degrades thétyjuabnt receivers (i.e., the co-located monitors) should sée T
of collected sensor samples because existing ZigBee impigonitors continuously sample the energy across the band of
mentations do not implement end-to-end reliability due tpterest, use a parameterized matched filter to associate th
severe resource constraints (such as typically having®Kg  activity with a device type (e.g., 802.11, Bluetooth, etc.)
RAM). Also, Bluetooth can exceed a loss rate of 20% in MOihd periodically send that information to the policy server
than 10% of cases, which renders voice sessions on Bluetophe policy server uses these monitor reports to calculae th
headsets incomprehensible. Similarly, from Figllre 2, BD2.interference contributions of each transmitter, as desdrin
sees a median latency increase of more than 5%. glII-B] The policy server then runs an optimization procesiu
Interference isolation through energy detection.Given the using this individual transmitter interference infornaatiand
severe impact of interference on ZigBee and Bluetooth atite specified policy to determine the best transmit power
a measurable impact on 802.11, the question that arisesai®l channel settings (center frequency and bandwidth) for
how well it is possible to detect and isolate such interfeeen the participating transmitters. The server sends thesimget
Today's approaches revolve mainly around using an 802.fdl the transmitters, which modify their behavior accordjng
scanner to troubleshoot interference between 802.11 egvicThis parameter setting ability allows Metronome to not only
or a spectrum analyzer to measure background noise and inteiordinate sharing between heterogeneous transmittats, b
ference levels. Unfortunately, energy detection cannentifly also optimize the transmitters under its control arounddfixe
the offending transmitter. For an example scenario invigjvi interference that is outside its control. Figutk 4 illussa
interference between 802.11 and Bluetooth, Fifilire 3 shioevs this architecture. In this figure, Metronome ensures that it
spectrum map captured using an Advantest R3265A spectrtransmitters don’t use any TV channels withing a region that
analyzer that implements energy detection. There are taie sensed as being used by external TV transmitters (TV
802.11 transmitters on two neighboring channels (Charhelsransmitters are not shown).

and 5), and a single Bluetooth receiver. The 802.11 tratsmit Metronome separates the mechanisms for identifying which
on Channel 4 causes the most interference to ZigBee, but tiignsmitters contribute to observed interference fronptiley

fact cannot be deduced from the observed spectrum aloneef what to do about it. It departs from traditional channel
Manually changing transmitter settings. To eliminate inter- access wisdom by proposing a centralized policy engine to
ference, it is possible to manually change the channels ussnnpute the right transmission parameters for each partici
by 802.11 and ZigBee. For interference to be minimizedrthgyating transmitter, rather than developing a fully disitéxl
spectra must not overlap. However, since there can be aktesolution where each transmitter makes its own decisions. Th
802.11 transmitters on adjacent channels, switching ZgBeentralized approach allows us to produce a better thrautghp
or 802.11 channels so as to only ensure mutual spectraftocation than distributed approaches by providing a more
separation is insufficient. Instead, in order to set the shBn consistent and complete interference picture. Metronolse a
optimally, we should choose channels that maximize SINRssumes that expressing constraints on SINR leads to useful
for both ZigBee and 802.11. Unfortunately, this is a tedioymlicies; we experimentally validate this assumption with
process because there arex115= 165 possible 802.11 and802.11, ZigBee, and Bluetooth ill_BV.

. METRONOMEDESIGN



Fig. 4. Metronome architecture showing monitors, transnsitéed the policy

Receivers Transmitter 3) Support legacy communication systemdt is virtually
e cr impossible to go about modifying many existing trans-
W )))) (((( D))( ( T mitters and receivers, such as televisions. In licensed
bands that open up to secondary users, we assume that

Policy server the primary network is unmodified, but that we can
[ -<p0wer Cha””e'% modify the behavior of secondary transmitters dynam-
Monitor Legacy ically, changing their transmit power and channel. The
é\w & receiver main goal is to ensure that secondary users can operate
m <signal, |nterference> m while ensuring that the SINR of the primary receivers
— — is controlled.

4) Support evolution. Recently, we have witnessed a

server. The monitors send SINR information to the policy seméich then qute of new wireless protocols in both licensed and
sends messages to each transmitter setting its channel aret [gwel. The unlicensed bands, such as IEEE standards 802.11y-
process runs in the background, reporting information ef@rmyminutes and 2007 (High-power 802.11) 802.16 (WiI\/IAX) 802.20

effecting changes to the transmitters at that time-scale.

802.22, 802.15.3 (Ultra-Wideband), and 802.15.4 (Zig-

A. Requirements and Assumptions Bee), apart from a slew of non-standardized protocols.

The main requirement, of course, is that Metronome allow
heterogeneous wireless networks that share common spectru
(and nothing else) to co-exist well. By “co-exist well”, we
mean “allow different networks to each provide reasonable
service when measured over time scales of minutes”, rather
than finer-grained throughput or fairness goals that areemor
typical for channel access protocols in a homogeneous net-
work. We identify other main requirements below:

1)

2)

The proposed architecture must accommodate new pro-

tocols as they become viable without requiring modifi-

cations to other participating (and legacy) networks.
5) Control individual participating transmitters. Our
goal is to control the transmission parameters of
each participating transmitter. To achieve this goal,
Metronome needs to measure interference and map it
to individual transmitters as accurately as possible. To
scale well and be manageable, this process should not

Support different policies. As explained in the in- assume that the locations of the transmitters or receivers
troduction, different policies make sense in different 516 known.

contexts, even for any given heterogeneous mix. To

constrain the design space, Metronome allows policiesMetronome makes a few assumptions, some of which we
that depend on SINR, rather than other notions d¢fave mentioned already, which we state here explicithstFa
performance such as throughput, latency, etc., becawssggle administrative entity expresses the coordinatiolicy

all these other performance metrics depend on SINR. Wais restriction allows us to develop a simple architecaumnd
don’t claim, however, that SINR captures all interestingp show that interesting, practical policies can be redliwéh
policies, but rather that they capture useful ones (seer simple mechanisms. Second, participating transmitian
qV). dynamically change their power levels, channel center fre-
Capture receiver-perceived interference. Since we quency, and channel bandwidth within some operating range
care about performance at receivers, it is importattiat is known to the policy server—for example, our Atheros
to capture interference conditions near them. Rad80D2.11g nodes can use more than 11 overlapping channels
propagation is complicated and not easy to model, #o the 2.4 GHz band, and the channel widths can be 5, 10,
rather than rely on some model of propagation, we ug® or 40 MHz (even though 802.11g is required to only
mobile monitors that collect signal and interference samsupport 11 20 MHz-wide channels). In addition, any clients
ples at several spatially distributed locations around thoé a transmitter can also adapt to these configuration clsange
receiver. We then use the average signal value computddny networks such as 802.11 and Wireless USB can deal
across all such samples as the receiver's signal leveiith such a reconfiguration event, because their clientgigeo
and the maximum interference value across samplesagomatic scanning and association functionality thatlse a
the receiver’s interference level. Averaging signal valuaised during mobility. Networks using frequency hopping,
reduces the impact of small-scale fading effects sushich as the DECT standard for cordless phones and baby
as multipath that are different at the receiver and thmonitors, also provide built-in scanning support. Thirde t
monitor, while using the maximum interference value reparticipating transmitters have IP network connectiviythe
duces the impact of a missed interference event becapsdicy server, so that it can adjust transmit parameters, by
the monitor temporarily became a hidden terminal witleveraging the fact that many wireless devices ultimatelyeh
respect to the interferer due to shadowing or fading, amdwired path to the Internet, either directly as in the case
is thus unable to observe the interferer’'s impact at tled APs, or indirectly, as in the case of Bluetooth devices
receiver. In BV, we show that this approach does, in faatpnnected to laptops, etc. However, we allow monitors to
allow mobile monitors to accurately capture the signalollect timestamped samples offline and upload them to the
and interference levels experienced at a receiver. policy server, as in the case of 700 MHz monitors. Fourth,



the user is able to specify for each receiver a set of SINR™©CC Modu-  n-ary ~Differ-  Quad-  Pulse

constraints to achieve. For legacy receivers, a threshibiR S ZigBee Igtgo; > e;gs | rart]l;ﬁfe Sh;ﬁg

above which it can operate properly is a good choice becauggetooth FSK 2 no none Gauss

it is usually available. Finally, Metronome operates atetim1 Mbps 802.11b  PSK 2 yes % Rect

scales of minutes, improving co-existence at time scaleevh 2 Mbps 802.11b ~ PSK 4 yes g Rect

persistent problems are likely to be observed. 802.11a/g QAM __ 16/64 no none  Rect
TABLE |

B. Measuring Interference Contributions MODULATION PARAMETERS FOR DIFFERENT PROTOCOLS

Once a set of monitors is deployed and policy specified o _
in the policy server, the system is ready to start runninf§S tyPe. Concurrent activity from transmitters of the saype
Initially, each participating transmitter has some frempe 'S not a problem because it is regulated by the native MAC.
channel and power level at which it runs. Every time a monitor !N order to detect beacons emitted by heterogeneous trans-
detects a transmitter of a particular network type, it seise Mitters and measure their signal strength, the monitors use
energy, and calculates an average of this energy over som@arameterized matched filtering technique. The key goal
time interval,t (set to 120 seconds in our experiments). ThuBehind parameterized matched filtering is to look for wave-
for each network type, each monitor estimates the averd@&ms knowna priori, such as preambles in the case of data
signal level. The average interference level is the sum Bfickets, or pilots in the case of analog signals such as TVs.
average signal levels from all other network types detect¥¥th matched filtering, the incoming samples are processed
by the monitor. and convolved against a locally generated waveform of the

Under normal conditions, when the average interference I&nown preamble. If the output of the convolution is high, the
els for each network type from other heterogeneous netwofk@nitor knows that a transmission with a certain preamble
observed by the monitor is below a specified threshold, th4P€ is in progress. The monitor measures the strength of the
monitor does not send any information to the policy server. FSamples at the output of the correlator, from which it esténa
example, in a primary-secondary setting, this thresholy mihe strength of the desired signal in the samples. Thisd igna
be set to be no larger than the interference level tolerablestrength estimation is both sensitive (i.e., low-powemalg
the primary. The monitor doesn’t consider concurrent #gtiv can be detected) and accurate because the correlatiortiopera
from devices of the same type to be interference, leaving tif&PPresses interference from other networks. By contisiyou
to the MAC layer of the individual networks. sampling the medium and correlating the samples against

In addition, the monitor and policy server together negtfaveforms from the various networks being monitored, a
to identify the individual transmitters responsible fousamg Monitor generates an accurate map of signal levels of the
significant interference. Metronome performs this task st fi networks active in the region. Furthermore, the monitors ca
finding the set of potential interferers, which in generahis compute the interference experienced by receivers of angive
smaller set than the total number of transmitters in theesyst network as the sum of all signal levels of all other networks.
This first step of finding potential interferers at a monitor The main challenges in implementing such a mechanism
therefore makes the second step of identifying individugre that the filtering technique must be flexible (i.e., beeabl
transmitters and their interference contributions sdalamd to easily specify multiple wireless protocols), extensiile.,
practical. This scalability is especially important in @nic be able to add new protocols in future), and must cope with
environments in which the deployed monitors observe a chafjocessing and memory limitations that arise in simultaisgo
ing set of interfering transmitters over time. looking for waveforms from multiple network types.
Finding potential interferers. Periodically, the policy server The chief observation we make to provide monitor flex-
requests the participating transmitter to broadcast aiapedbility and extensibility is that most protocols pick from
beacon packet using the current setting of its channel parara small palette of well-known modulation techniques that
ters. The server ensures that no two participating tramsrsit are parameterized in various ways. We identify the primary
in a given region send beacons concurrently. The monitqparameters used for modulating a carrier: the class, order,
know the beacon schedule, so they know when to expectuad type of modulation and the nature of pulse shaping and
beacon. Each monitor that can sense activity at the timeathdiltering applied to the carrier wave. Our matched filter is
beacon was sent reports the received signal strength to flagameterized by these values for several common network
policy server. Thus, the policy server knows which set gfrotocols, as shown in Table I.
monitors can detect each transmitter. Note that we do notA final challenge in measuring interference is that the
require the monitors to demodulate or correctly receive tmeonitors must capture the interference levels experierated
beacon; rather, the monitor must simply be able to detect tthe receivers. However, because of RF propagation characte
presence of the broadcast beacon, which is a good indicagiics, the interference measurements at a monitor caardiff
that the corresponding transmitter is a potential interfeéFhis significantly from the interference at the receiver. In exie
beaconing scheme is robust in the face of concurrent activitases, the monitor might not even be able to measure any
seen at a monitor from transmitters of other network typeisiterference experienced at the receiver, resulting ircthssic
because the policy server knows the beaconing transmitter dhidden terminal” problem.



We use monitor mobility as a way to mitigate this problem. The main advantages of using SINRs as the basis for
Mobile monitors overcome the hidden terminal problem bgpecifying policies is that the resulting policy framewask
computing the average signal level and the maximum intdtexible, general, and efficiently solvable. It is flexiblechese
ference level across several spatial samples. Mobile @nitdifferent policies can be concisely expressed as lineasraihd
also have the advantage that they are physically sepadate fra goal on SINRs once requirements on maximizing throughput
receivers, which means legacy primary receivers like T\ minimizing loss rates are mapped into constraints on SINR
and wireless microphones need not be modified in order This mapping is possible because, for any given modulation,
measure the interference they experience from secondary itVs possible to derive the nominal throughput and the error
band transmitters. rate from standard SINR curvels [24]. We don't impose any
Identifying individual transmitters. When a monitor ob- limitations on the form of the resulting rules and the gotieo
serves that the average interference has exceeded a deshvad requiring them to be linear. This linearity requiremisn
threshold, it asks the policy server to instruct each of thestified because throughput per Hertz and SINR are mono-
monitor’s interfering transmitters (computed as expleime tonically related. In particular, assuming an AWGN (Additiv
the previous paragraphs) to start maintaining a timestdmpé&/hite Gaussian Noise) channel, by Shannon’s theorem, the
record of the transmissions it makes (the time and duratiom)aximum capacityC = Blog(1 + SINR), where B is the
The monitor also timestamps all interference activity iedés. channel bandwidth. Hence, maximizing an SINR-based policy
The interfering transmitters send the list of times at whictoal also maximizes throughput.
they initiated transmissions, and the monitor sends the lis The framework allows the SINR constraints to be specified
of times at which detected activity, as well as the receiveat a fine granularity (at the level of individual receiverahd
signal strength of each detection. By correlating these tfi@r any network type. It is efficiently solvable because the
sets of data over a period of time, the policy server cagorithm to implement policies uses linear programming.
associate any given detection with the transmitters resiplen ~ We illustrate how policies can be flexibly specified for two
for it (if there is concurrent activity, multiple transngts are different scenarios.
responsible and will be detected in most cases). Because fhpexisting with legacy TV transmitters and receivers at
scheme operates only when there is an anomalous conditié®® MHz. The FCC spectrum policy for using the 700 MHz
at some monitor, the overhead at the monitor and transmiittéands specifies that legacy devices such as TV receivers or
arises only when it is necessary to obtain the informaticth avireless microphones should not be affected by secondary

change the behavior of some of the transmitters. users. Potential secondary users include ISPs who want to
provide wide-area high-bandwidth Internet access usiig th
IV. EXPRESSING ANDENFORCINGPOLICY portion of the spectrum. There are several TV channels

: . . . available in this band, and the FCC mandates that a channel
In this section, we describe how the policy server allows :
) . . : can be used by secondary users only when no active TV
various policies regulating the sharing of spectrum to tf?ansmission is detected on that channel. Both analog and
specified, and how it then computes suitable transmissialn ital TV transmissions use well-known iI.ots or preamsble
parameters that include the transmission powers and ctsanré%gthe goal for the ISP is to deploy mol?ile moni?ors within
of each of its transmitters. . ; : .
its service area so that a monitor can check for the pilot TV
signal on each channel before the ISP can opportunistioadly
o . it. This scenario presents a compelling reason for monttrs

A Metronome policy is a set of rules and a single goal. Thgse parameterized matched filtering over the narrow-baot pi
rules are linear inequalities on SINRs of monitors, and & g signals because simple wide-band energy detection doesn't
is a linear function of the SINRs of one or more receivers. Th§¥er enough detection accuracy.
SINR(i,m,c| of a monitorm from a transmitteii on channel  The ISP can then define the following policy, which respects
c is calculated as the signal level from the transmitter minyge TV non-interference criterion imposed by the FCC. The
the interference levels from all other transmitters that raot ISP’s transmitters must select a channel 0n|y when all mosit
of the same type as This is because transmitters of the samgithin a certain region report that any detected TV signal
type are handled by the native MAC. The inequalities for th@vels arebelow the reception threshold of a standard legacy
rules are upper and lower bounds_on the SINR of any monitpy receiver (which is specified to be 85 dBm E'b])- We
m, and are of the form: SINRn[i,m.c] < SINR[i,m,c] < can translate this signal level into the SINR ratio through
SINRmax(i,m,c]. Either or both bounds can be left unspecifiedtandard calculations for thermal noise power, which works
for a monitor. The goal of the policy is to maximize a desiregyt to be—104 dBm. We thus obtain the SINR constraints for

linear function on the SINRs of some or all devices. The golighjs policy: the SINR of TV signals at every monitor should
server then computes the transmitters’ powers and chatmelge helow—85— (—104) = 19 dB.

maximize the policy goal subject to the rules. i ) ) ) .

Since the performance of a receiver in the presence %‘f’l'cy constraints: v TV Transmitters, SINR{i, j,¢| < 19 dB
interference depends on the SINR it observes, this approactn using a channel, an ISP wants to additionally minimize
for expressing policies is reasonable. the interference from other secondary ISPs using the same

A. Policy Expression



channel. Put another way, the ISP would like to maximize its _ o
own SINR subject to the TV-transmitter constraint. Currert/90rithm IV.1: ENFORCEPOLICY (HIi][j][c])
standards such as 802.22 don't provide an easy way to expregs j . 1 to N

this policy. So, the goal is to find the powers and channels for € — Cin t0 Crmax
of the ISP’s transmitters so that the SINR of the ISP’s own for j—1to N
receivers is maximized, given the SINR constraints. Thues, w if | = transmittef)
have to find the channed[j] from a given set of potential then (i)signalj] < H[il[j][c] pli]
channels and the powgi{j] for each transmitter so that do {if i = heterogeneoys)
Policy goal: maxy SINRJi, j,c. do ¢ 4o then (ii)interferj|+ = Hi] [j] [c] pli]
cll.pll 4 SINR]i, j,c] = signalj] — interferj]
) o , Find pli]
Guaranteeing minimum throughput for ZigBee or Blue- . -
tooth. As shown in Ell, we need to ensure that ZigBee or (iE/I)“)ivgen rvr;axpo[lilfyésml?il,],c])[”
Bluetooth do not experience heavy losses in the presence of (vg)]& SINpIr?mn- []ZF)SINT?{[??XSINRm i
ming] = = ax

higher-powered transmitters such as 802.11. The simplagt w T .

to do this is to ensure that Bluetooth or ZigBee are alwaygetum (c], pli] EH,%[)]( policy(SINR]))
guaranteed a certain maximum loss rate, while asking 802.11

to maximize its throughput from the leftover spectrum. Thus Fig. 5. LP-based algorithm for solving policies.
the policy’s rules specify some minimum thresholds on the

SINRs of Bluetooth and ZigBee receivers, and the policy’s . . .
goal is to maximize the SINR of 802.11 receivers subject ower of a transmitter, it can compute the channel atteonati

the policy’s constraints. For example, in order to mainthie actor HIi][j][c] from _trans_mitteri to rece_:iverj for a given
packet error rate of Bluetooth voice below 10% (and there@(]hanneIC the transmitter is on. The policy server uses these
bound latency due to retries to the tolerable limit), we gkite annel attenuation values as arguments to the policy rsolve

h INR of 18 dB. h i : gorithm shown in Algorithm 4.1 (i.e., Figuid 5). The real
that we need an S of 18 dB. So, the policy constraints a%ork in Figurel® is done by the LP solver (used in lines (iii)—

Policy constraints: V Bluetooth rcvrsj, SINR]i, j,c] > 18 dB,  (V)).
and the policy goal is to maximize SINR of all 802.11 Algorithm 4.1 takes as input thii[ij[j][c] channel attenu-

. . - : ation matrix, which represents attenuation from transmitt
receivers, which means finding a chanog] and power level L L .
. " which is on channet, to monitor j. We permitH to be a
pli] for each 802.11 transmittérso that

function of the transmitter frequency because real-lifgi-en
Policy goal: maxz SINR, j,¢]. ronments exhibit some amount of frequency-selective fadin

cll-pl 4 If the monitor has not yet measured the interference power fo

Interestingly, as will be clear from the transmitter paréene SOMe channet a transmitter can be on because the transmitter

selection algorithm in[EIV-B and from the results ifI8V, th&vas not asked by the policy server to switchciahe policy
outcome of this policy on a network with 802.11b/g and€rver uses Fhe average_ value on channels thqt have been
ZigBee is different than on a network with 802.11b/g angpeasured. Since the pollcy.server re-runs Algorithm 4.1rwhe
Bluetooth. This is because Bluetooth already hops fregasncifansmitter channels are adjusted and new measurements fro
within the entire 2.4 GHz band, so the only possibility fof€ Monitors become available, it is robust to missiig]j][c]
802.11b/g is to decrease its transmit power. On the oth&ues for some channets
hand, because ZigBee occupies a fixed narrow-band channeflgorithm 4.1 works as follows. The policy server iter-
a heterogeneous network with 802.11b/g and ZigBee can afigs through all possible participating transmitters the
make 802.11b/g change channels without decreasing transpmitermostf or loop, and considers each transmitter channel
power. and all receivers in turn in the two inner loops. For each
While we have described two representative policies f§ceiverj, it computes the received signal power as well as
detail, we have implemented several other policies, such t&¢ sum of interference powers from transmitters of network
enumerating all interfering transmitters, identifyingtexal types different from the receiver, in lines (i) and (ii). It
interference, and restricting the set of transmissionrpatars €xcludes interference from devices of the same type because
that can be varied (such as channels only, power only, cerffé¢ native MAC handles this situation. Note that the resglti
frequency only, etc.). We evaluate some of these policies G§antity, SINRi, j,c, is a linear combination of the unknown

g9 transmitter power variableg]i].
. . For each channel, the server then solves for the transmitter
B. Enforcing Policy power variables that maximize the policy goal specified in

As described in[&II-B, the monitors calculate the signal arline (iii). The transmitter powers are required to be in the
interference powers from each transmitter and report tremrainge [pPmin[i], Pmax(i]], Which capture the constraints on the
the policy server. Since the policy server knows the trahsnautput power of a device. We allow transmitter power to



vary at the granularity of an individual transmitter, besau o_:,
each transmitter could be from a different manufacturee Th 08
policy rules are reflected in line (v). The policy server uses 07
LP to solve for the transmit powers for each channel. It 061 ;

finally returns the channels and the corresponding trarssonis 051

i
;

powers that maximize the policy goal across all channels. o ;
' {

CDF

The complexity of this algorithm is the complexity of LP 02 |
times the number of transmitters and channels. The expected 01l
case performance of LP is linedr [10], so our algorithm is 0 ; ; ‘
efficient in practice. 0 ° SR (dg’) 1

V. EVALUATION
We implemented Metronome using the GNURadio software

Fig. 6. CDF of SINR violations detected by the monitors.

radio platform for the monitors, and evaluated it on an indoo o;{ Sproon

2.4 GHz testbed as described il &Il. We use the Universal 0281’—*‘0%

Software Radio Peripheral (USRP) with appropriate RF front ord 4

end for the 2.4 GHz (RFX2400) bands. Due to bandwidth _osl f §rnpee

limitations of the USB2 bus used by the USRP of only up to Sos{ a2}

32 MB/s, we monitor a fixed 6 MHz-wide spectrum, which 04t .

is sufficient to capture ZigBee and Bluetooth signals. While 03 27

Bluetooth continuously hops frequencies within a 79 MHz- Zi 3

wide band, its bandwidth is only 1 MHz, which allows us 0 1a ‘ ‘ ‘ ‘ ‘ ‘

to capture its signal fully with a duty-cycle of more than 0 E 2 3 4 5 6 7

Throughput improvement factor

7.5%, which is sufficient to estimate its signal and intexfere
contributions. The spectrum is also wide enough to caphee t Fig. 7. Throughput improvements obtained through policy rojaation.
PLCP preambles used by 802.11b/g, which are always sent

at 1 Mbit/s regardless of the bit-rate of the actual packet. Fi % sh he CDF of all d d SINR violati
The parameterized matched filter is implemented using lgurely s ows the of all etecte vio ations.
The x-axis is the average SINR in dB that a monitor mea-

combination of GNURadio components and MATLAB. We ) ) o
sures near the receiver. When the interference is higher, the

SINR at the monitor decreases. The y-axis is the CDF of
zﬂolicy violations detected by the monitors. More than 50%
of violations are due to heavy interference, which causes

server enforced various interference constraints thamntbii- /R &t monitors to drop to below 3 dB. The policy server

: . ; : - . then able to accurately isolate the interferers usieg th
tors implemented, and it achieved its policy goal by chagglr)(vaS ) X NS ) . )
transmitter settings of the devices it controlled. Belove wiransmitter identification technique described I ED Iv#hich

evaluate the main features of Metronome and present the VY manually verified to be sources of interference in mora tha
results 95% of the cases (external transmitters caused interferienc

the remaining cases).
A. Policy Examples Joint network optimization. In order to make ZigBee and

We evaluate the expressiveness and effectiveness Bifietooth perform well under interference, we specified a
Metronome’s policy framework under three diverse policpolicy that separately guaranteed each ZigBee and Bluetoot
constraints. receiver an SINR of 18 dB as described _EIV-A, leaving
Identifying interfering transmitters. Our first example pol- the rest of the capacity to 802.11. The difference betweisn th
icy shows how well we can make Metronome identify interPolicy and the previous policy is that, in this example, watva
ference conditions and isolate the responsible integefeine the SINR constraints at both ZigBee and Bluetooth receiers
policy constraint we use to define interference is motivated hold simultaneously, while, in the previous example, we tvan
gIV-A] and specifies that Metronome should flag an interfeto identify interferers that cause the SINR at either a ZgBe
ence condition when the SINR of a ZigBee or a Bluetootdr a Bluetooth receiver to drop below 18 dB. We thus jointly
receiver falls below 18 dB. To implement this policy, the@ptimize the performance of ZigBee, Bluetooth and 802.11
policy server programmed each monitor to detect such SINRvices.
violations. SINR violations arose naturally as devicesewner This policy resulted in the policy server selecting non-
moved around the office floor and mobile monitors samplexverlapping channels for ZigBee and 802.11, and in reducing
the environment near the receivers to compute the averdge power of 802.11 transmitters just enough to respect the
signal level and the maximum interference level robustyy, &INR constraints. Figur€l7 shows that, under this policy,
described in [BII=A. ZigBee and Bluetooth both realize a significant throughput

ZigBee and Bluetooth implementations.
The policy server uses the LP-solver in the GNU Line
Programming Kit for finding transmitter settings. The pglic
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Fig. 8.  Throughput improvements under a different policy fateenal

Fig. 9.

Probability of successful detection at various SllEfRels.

interference.

scenario for any signal detection methbld [9]. Under low SINR
ur parameterized matched filter sometimes fails to dekexct t
ftturrence of an event because the output of the matched filte
arrelator might not exceed the detection threshold. Eifgr

improvement £ 6x), while 802.11 obtains a more modes
15% throughput gain. This outcome is because ZigBee devi
were moved to a channel that doesn’t overlap with 802.1

thereby reducing mutual interference between ZigBee aBfows the probability of successful packet detection when t

gggﬂ atnd |mp_tr0vmg throughgut (j kl)aoth ne(tjwo:ks, Wh'L%INR was below 2 dB. The median detection rate was achieved
LS ransmit power was reduced by a modest amoun a'pslightly over 1 dB, a sensitivity level that compares well
order to reduce its interference on Bluetooth.

. . . o with hardware-based receiver-specific desi , 24].
Dealing with external interference.In some scenarios, inter- P @ [L_l]2 ]

: . While we need more experimental evidence, our param-
ference is caused by 802.11 transmitters that are not uhder ét b P

control of Metronome. We specified a different policy in arde erized matched filter implementation demonstrates good
. ' SP poliCy 1T extensibility, as shown by the fact that we were able to build
to cope with such external interference. In order not to idyfa

penalize Metronome’s 802.11 transmitters by causing them{EatChEd filters for ZigBee, Bluetooth and 802.11 signalagisi

: . . . e same hardware and software framework.
reduce their transmit power when the source of interferénce
external, we specify SINR constrain;s for ZigBee, Bluetoot:  Mmetronome Cost, Scalability and Stability
and 802.11 simultaneously. We assign a minimum SINR of _ . i . .
10 dB to 802.11 in order to keep its loss rate below 10%, Métronome is designed to be used with mobile monitors,
while ZigBee and Bluetooth are assigned an SINR of 18 gi/nich can cover a large region ranging from an office building
as before. The policy goal is to simultaneously maximiZ@ & metropolitan area using only tens of monitors. The ciirre

the throughput of all three networks, by maximizing theifSt Of €ach monitor using USRPs is less than US $1000.
SINRs subject to these constraints. This policy resultsom-n e also found good scalability with regard to both band-
overlapping channel assignments between ZigBee and g§02¥ifth for measuring signal levels and computational costs f
and additionally ensures that the policy server doesn'tegee €Nforcing policy. Figuré J0 shows the CDF of the bandwidth
the transmit power of 802.11 devices as much as in tH§ed between the policy server, monitors and transmitters
previous example. Figuid 8 shows the throughput gains undider changlng_mterference cond|t|on_s. _It |s_Iess tharkbyas

this policy. The throughput gains of ZigBee and BIuetootfPr 12 nodes, without any protocol optimization. Also, tha-p

decrease to belows4 but 802.11 increases its throughput tdCY S€rver has good computational scalability in implerent
more than 40% because the policy server computes a lo#fd¢ LP-based transmitter control algorithm iL_E[V-B. On a
interference channel for 802.11 while maintaining 80 115tandard desktop, it runs in less than five seconds for tens of

transmit power. This result shows that Metronome's pod;iciéje"ices and less than two minutes for policies simulatetl wit
are flexible, and can incorporate fairness in the form hwndreds of transmitters. We also found the obtained soluti

maintaining a maximum loss rate for each network. to be stable with respect to small variations in SINRSs.

B. Matched Filter Sensitivity and Extensibility VI. RELATED WORK

We evaluate how well the parameterized matched filter canHeterogeneous wireless network sharing is a relatively new
detect activity levels, especially under low SINR condip topic that has seen growing interest as the FCC has shifted
and how it can implement various protocols extensibly. toward making licensed spectrum more widely available. The

We timestamped packet transmission events at senders tmal chief differences between other cognitive radios-Oase
packet reception events at monitors. Our matched filter waschitectures and Metronome are that Metronome uses mobile
able to detect packets whose SINR value as measured atrfmnitors in vehicular settings, which allows us to survey
monitor exceeded 2 dB with greater than 99% probability. Sa, large Metropolitan area cheaply, and monitors implement
we evaluate the performance of the parameterized matchmadameterizable matched filtering for extensibility. Wesslify
filter under low SINR conditions, which is a challengingelated work along several lines.
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Policy optimization in homogeneous networks.Even ho-

mogeneous wireless networks benefit from spectrum man-
agement. There are several proposals to troubleshoot BOZ.E)]
networks and reduce interference by selecting channels a éi

power levels. These systems deploy special monitors as

energy detection. It reconfigures the transmitter settiofys

devices it controls, and hence improves their throughput by

reducing mutual interference and interference from estern
transmitters. In our experiments on an indoor 2.4 GHz testbe

Metronome improves the throughput of ZigBee and Bluetooth

by more than & without degrading competing 802.11b/g by
computing better transmitter parameters.
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