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Abstract—Distributed firewalls have been developed in ordetto
provide networks with a higher level of protection than

traditional firewalling mechanisms like gateway andhost-based
firewalls. Although distributed firewalls provide higher security,
they too have limitations. This work presents the ésign &
implementation of a new distributed firewall model, based on
stateful Cluster Security Gateway (CSG) architectue, which
addresses those shortcomings. This distributed sedty model

adopts a bottom-up approach such that each clustesf end-user
hosts is first secured using the CSG architecturélhese different
CSGs are then centrally managed by the Network Admistrator.

A file-based firewall update mechanism is used fodynamic real-
time security. IPsec is used to secure the firewafiolicy update
distribution while X.509 certificates cater for semler/receiver
authentication. The major benefits of this approacho distributed

security include tamper resistance, anti-spoofinganti-sniffing,

secure real-time firewall updating, low overall netvork load, high
scalability and low firewall convergence times.

Keywords-stateful CSG architecture, distributed firewall,
distributed cluster security, Layer 2 per-packet load balancing

. INTRODUCTION

Distributed firewalls have been devised with a view
address the problems of traditional firewalls lgateway and
host-based firewalls. Although distributed firewalhchieve
their purpose, they, too, are not free of shortogsi(Section
2). Problems like increase in processing load ahieser hosts
due to the packet filtering strain, decrease inraVeetwork
performance because of dynamic firewall updating] aser
tampering in particular, hamper the deployment asage of
distributed firewalling solutions. In light of thehortcomings of
distributed firewalls, a new approach to distriloLfieewalling,
based on the stateful CSG architecture, has besignéel and
implemented in order to overcome those limitatiofise CSG
architecture [1] provides a methodology for grogptogether
multiple networking elements such as routers, sgcur
gateways, and switches in order to create morereeauore
reliable switched network clusters. The motivati@hind the
CSG-based distributed firewall design is that Bust security
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is provided at the very cluster level, the wholethe network
will become more secure as we can reduce the @suerof
both insider & external attacks, and limit theiresgd & effects
more readily. A 2-active-node stateful CSG is uded
protecting each end-user cluster in our workingqiype.

In this paper, we perform the following:

1. Review of the strengths & limitations of distribdte
firewalls.

2. Use of the stateful CSG to implement a new robust
distributed firewall model.

3. Qualitative comparison of its strengths & weakngsse
with other major software-based & hardware-based
distributed firewall architectures available.

I DISTRIBUTED FIREWALLS

Pioneered by Steven Bellovin [2] in 1999, distrémiit
firewalls have been created in response to thedtiohs of
both gateway & host-based firewalls, and more $igady, in
order to prevent insider attacks. According to ludis et al.
[3], a distributed firewall is a mechanism that aroés a
centralized security policy but the latter is ap@lat the edges.
Distributed firewalls are basically centrally masdghost-
resident security software applications that piotenetwork’s
critical endpoints against unwanted intrusions. €beceptual
design of distributed firewalls rests upon thresmeints:

1. A general policy language that is used for defining
security policies that are distributed to the fiadiw
endpoints forming the distributed firewall. Exangptef
general policy languages include KeyNote [4] and
Firmato [5].

2. Network-wide mechanisms for the distribution and
application of the security policy files to the tdisuted
firewall endpoints.

3. IPsec: security protocol that provides network-leve
encryption for the secure transmission of the sgcur

policy.



A. Major Strengths
» Centralized management

Security policies are formulated centrally and then

distributed to the different endpoints for enforesmn
Coherence of security policies over the network aadtrol
over their deployment is enhanced and maintaingd [3

» Defense in depth

When used together with the gateway firewall, disted
firewalls provide multiple layers of defense thataitacker has
to pierce through. This makes the task of the kttamuch
more difficult, allows time to other defense medbars to
counter the threat effectively, and thus, delay &vent its
spread in the network [6].

B. Major Limitations
e User tampering

According to Wei Li [7], this represents the bigges
problem in distributed firewalls. Users requiringnanistrator
privileges to work, can modify host-based firewales at will
or completely remove the firewall, thereby exposithgse
hosts to attacks. Hackers can, in turn, use thosestas base
for launching attacks from inside the network. Botternal &
remote hosts can be attacked.

» Decrease in network performance

The utilization of real-time security policy updsiteill add
considerable strain on the network with all thefizathat is
being generated by the distributed firewall. Asesult, the
network becomes more vulnerable to DoS attacks [7].

* Increase in host load

There is degradation in host performance. The levst-
packet filtering adds considerable load on hosth Wmited
resources. In addition, with the implementation ather
security tools at the host level like real-time tdossed
intrusion detection systems and Portsentry, ashénsecurity
model devised by M. Gangadharan and K. Hwang 8]hfsts
will be heavily taxed.
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Figure 1. The stateful CSG-based distributed firewall aratitee.

< High reconfiguration time of host-resident compadsen
of distributed firewalls

Since distributed firewalls allow for dynamic upidat of
security policies, the bigger the size of a netwdhe more
time it takes to re-deploy security policies. Thenwergence
time of the network hosts and their firewalls isamitnigher as
it is directly dependent on the number of hostsnébon the
network.

Ill.  DESIGN OF THESTATEFUL CSGBASED DISTRIBUTED

FIREWALL

The stateful CSG-based distributed firewall is lasv in
Fig. 1. This novel distributed firewalling architage consists
of four main components, namely the Network Adntiai®r
machine, the Cluster Security Manager (CSM), thaesil
CSG & the CSG-based gateway firewall, and seveubl s
systems like the Policy Repository, the Policy blisttor & the
Policy Handler. In our test implementation, eacld-aser
cluster is protected by a 2-active-node statefulGC&ach
CSG-protected end-user cluster possesses a dediC&M,
whose main job is to receive firewall updates fithie Network
Administrator and forward them to the CSG firewatides
falling under its responsibility. The workings tiese different
components are described in greater detail below:

A. The Network Administrator Machine

This machine is used by the Network Administrator f
managing the various network components. It is frims
computer that the Network Administrator updates Giggvall
nodes. This machine contains two major componentbe—
Policy Repository and the Policy Distributor.

1) The Policy RepositoryThe Policy Repository is a
central database where all the firewall scriptslaygd in the
network are stored. All the firewall updates arsoastored
there. The Network Administrator can thus consuie t
existing firewall scripts in order to create nevefiall update
files when the network is under attack. The firdwatipts and
update files are stored in usable forms (for exampk.sh
files) so that they can be directly applied onte firewall
nodes. All scripts and updates pertaining to ai@dar cluster
are stored together for easy referencing. Fileioeisg and
creation details are also kept.

2) The Policy Distributor:The Policy Distributor is used
by the Network Administrator for sending firewalbdates to
Cluster Security Managers (CSMs). The Policy Distror
establishes end-to-end connections with the apjatepr
CSMs. These connections are authenticated & erextyfur
secure transmission of firewall updates across ribigvork.
This helps in preventing threats like man-in-theldhe attack,
replay attack and IP address spoofing. Firewallatgsl are
distributed to firewall nodes via CSMs becausedtitgdating
of firewall nodes will require secure connectiofew {nstance,



using IPsec) between the Policy Distributor and firewall

nodes themselves. This will significantly increaske

processing strain on the firewall nodes as they thin be
acting as IPsec gateways. IPsec packet procedsiggther
with Ebtables & IPTables packet filtering, will cgiderably
reduce the efficiency and throughput of the firdwaddes.
The firewall update distribution mode is determiney the

number of secure connections to be establishedcadni
transmission mode is preferred over multicast asatiothe

CSMs will need updating at a particular point imei. There
may be firewall updates that are meant only for oluster

and not for the rest of the clusters in the netwdilall the

CSMs are made part of a single multicast groupn té of

them will have to accept the firewall updates. Thill cause

their respective rulesets to increase in size wssrily, and
this will potentially affect firewall performance.

B. The Cluster Security Manager (CSM)

The CSM is the first and foremost recipient of wied!
updates from the Policy Distributor. It is the eaup of the
secure connections established by the Policy bigtr. Each
end-user cluster has exactly one CSM. The CSM stief a
user-level process that waits for firewall updafesm the
Policy Distributor and then distributes them to sit@teful CSG
firewall nodes falling under its responsibility.

C. The Stateful CSG

It comprises of multiple active firewall nodes wird in
parallel to filter traffic (intra-cluster, interw$ter and remote
communication traffic) travelling to/from the endar hosts of
a particular cluster. The CSG architecture useifereht type
of load balancing — the Ebtables distributed seimgated
MAC-based per-packet load balancing (PPLB) schevhere
the load balancing is done by the end-user nodasgélves.
PPLB helps make optimum usage of network links Ilpnéng
for equal distribution of traffic along those linkbhis Layer 2
PPLB scheme has been developed primarily for a lesam
integration in load balancing setups involving kteéirewalls,
especially where IP addressing is not used. It lbaldnces
network traffic onto MAC addresses rather than drasses.
However, it can be successfully utilized in IP-lsheetworks
as well. This scheme is advantageous as it pretlemisreation
of single points of failure by removing the need dadedicated
load balancer, and it integrates well in alreadplace
switched networks so that no major network re-desig
required. The CSG architecture deployed for eaathuser
cluster provides the following security mechanisms:

e Layer 2 and Layer 3 packet filtering using Ebtalzsied
IPTables respectively.

* Network Access Control (NAC) using MAC ACLs
applied on specific switch ports [1] to ensure tad-
user hosts communicate only via the firewall nodes.

e Port security [9] so as to prevent source MAC asklre
spoofing.

1) The Policy HandlerThe Policy Handler runs on each
of the firewall nodes. It receives updates fromGiSM and
integrates them in the current firewall rulesencsi updates
are in directly usable format, firewall rules cam inserted or
deleted easily.

D. The Stateful CSG-based Gateway Firewall

The gateway firewall, which is the first line of cass
control & protection against external attacks, sedginamic
updating as well in the face of emerging threatour security
model, a CSG-based gateway firewall is used, wheael
balancing and failover techniques not only helgliminating
the single point of failure, but also help boosteviall
throughput and reliability. Like the end-user chust the CSG-
based gateway firewall, too, has a CSM for recgivirewall
updates from the Network Administrator.

V.

The high-level architecture of the stateful CSGeolas
distributed firewall is as shown:
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Figure 2. High-level implementation details of tateful CSG-based
distributed firewall.

The different software components are implemented a

follows:

A. The Policy Distributor

The Policy Distributor fetc/dfw/pol_d.kis implemented as
a user-space program written in C. The program steke
argument the full pathname of firewall update filed the IP
addresses of the appropriate CSMs. TCP
distributing the firewall updates to the CSMs agiibvides
reliable delivery of packets, which is crucial e tdelivery of
firewall updates. The Policy Distributor uses the
pd_updatehandler(Jfunction to read the specified firewall
update file, and thpd_sendupdatefunction sends the update
out to each specified IP address.

is used for



B. The Cluster Security Manager (CSM)

The CSM is made up of two user-space parts - adille
update receiving part and a firewall update sengiag. Both
parts make use of TCP sockets. The receiving &ingrghrts
are implemented in thietc/dfw/csm.dile. In the receiving part,
the packets from the Policy Distributor are read tie
csm_updatehandler(function. The firewall update file is
reconstructed on the CSM so as to ensure that ikheisf
received error-free and in its entirety. If an erogcurs, it is
logged and the Network Administrator is notifiech the
sending part, thesm_sendupdatefyinction is invoked, which
then sends the firewall update out to each of t8& Girewall
nodes via unicast TCP connections. The IP addreds€SG
firewall nodes are kept in a fildetc/dfw/fw_list.tit that is
created by the Network Administrator on the CSM.eTh
csm_sendupdate()function reads fw_list.txt in order to
determine the IP addresses to which the updates twabe
sent. Both active and backup firewall nodes areatgul Any
communication errors between the CSM and the fillaveales
are logged and the Network Administrator is notifegf them.
For example, if ever one or more of the firewaltles becomes
inaccessible to the CSM whesm_sendupdate{jies to send a
particular firewall update, say because of damacggdule or
NIC failure on the firewall node(s), the connecti@nror
thereby generated is caught and recorded in aligathich is
eventually sent to the Network Administrator. Medtsting is
not used in the sending part as UDP does not peaveiibility
of packet delivery. Reliability can, nonetheless,dulded to a
UDP multicast application by incorporating featurbke
positive acknowledgements, lost packet retransonssise of
sequence numbers and packet re-ordering. Howedeing
reliability increases the program complexity [1@hich is not
warranted when it comes to updating such small rumbf
firewall nodes per cluster. The CSM is deployedhifailover
configuration such that if it fails, a backup mawhivill take up
its place. Keepalived [11] is used for this purpose

Load Balanced Stateful
IPTables Firewall Nodes

C. The Stateful CSG

For our working prototype, a 2-active-node stat€fglG is
utilized to secure each end-user cluster as shovigi 3. The
MAC, IP & virtual IP (VIPs) addresses for the ab®etup are
as shown in Table 1. The components of the staleft
architecture & their configurations are given below

* End-user node configuration

All IP traffic emanating from any end-user noder(fo
example, hosts A & B) is forced to pass through dtve
firewall hosts M_1 and M_2. The traffic is load #ated onto
M_1 and M_2 using the nellsdnat_rr target of Ebtables [12]
that we createdbdnat_rr performs Layer 2 per-packet load
balancing and makes use of the Round-Robin algoriih
order to load balance IP traffic to any numberi@wall hosts.
Software packages like an enhanced version of kesab
v2.0.8-rc3, and bridge-utils-1.2 [13] are installed 1-port
bridge is created on each end-user host, withsthdeature
turned off. The destination MAC address of all finemes
leaving any end-user host is changed to that offitegvall
hosts M_1 and M_2, that i1 1 ethOandM_2 ethQ in a
round robin manner on a per-packet basis. The stable
that is used looks as follows:

root# ebtables -t nat -A OUTPUT -p ipv4 -0 ethO -j
Ibdnat_rr --to-Ibdst_rr M_1_ethO,M_2_eth0
» Stateful CSG firewall node configurations

The CSG firewall setup is made up of four PCs, agtive
master firewall nodes, M_1 & M_2, and two standlackup
firewall nodes, S 1 & S 2. Several software packagee
installed on the firewall nodes, namely bridgesafil2,
ebtables-v2.0.8-rc3, iptables-1.3.7, keepalivediB-1
6.fc5.i386.rpm, macchanger-1.5.0 (only on backumles,
conntrackd-0.9.2 (enhanced code), libnetfilter ta@uk-
0.0.50 and libnfnetlink. Each firewall node hasethrNICs
installed. Bridge-utils is used on each firewalbado create a
bridge devicebr0, to which interfacesthOandethlare added.
Besides their normal IP addresses, VIP addressesalap

TABLE I. MAC, IP & VIP ADDRESSING FOR THESTATEFUL CSGTEST
____Groupl SETUP
Ad:‘n?rtl‘izgr:tor Vrrp
sync Node NIC IP address VIP address
group
Host A (etho)s I] (ethi)s ) - Host A A_ethO 192.168.10.2/24 -
ME J —rr The Internet - HostB | B_ethO 192.168.10.3/24 B
™ - -E : ’J ' G1 S 1 S_1 eth0| 192.168.10.100/24
- - ¢ i S 1 ethl 192.168.0.100/24
ethd 1 - Gateway Firewall S_l_eth2 192.168.100.100/24 -
Gl M_1 M_1_ethO 192.168.10.110/24 192.168.10.10/24
M_1 ethl | 192.168.0.110/24 192.168.0.10/24
et 6 M_1_eth2 | 192.168.100.110/24 -
e G2 M_2 M_2_ethO 192.168.10.120/24 192.168.10.20/24
B M_2 ethl | 192.168.0.120/24 192.168.0.20/24
g M_2 eth2 | 192.168.100.120/24 -
| suinie | G2 S 2 S 2 eth0| 192.168.10.130/24
Figure 3. The 2-active-node stateful CSG as vepgatied to one end-user S_2_ethl 192.168.0.130/24 -
cluster. S 2 eth2 192.168.100.130/24 -




assigned to these interfaces but only on the mdisewvall
nodes M_1 & M_2. Interfaceth2is not enslaved tbr0, and
hence, is kept separate from the travel path ofused traffic.
eth2is made inaccessible to all nodes except the Cldvtize
other firewall nodes. It is through this interfat@at the CSM
nodes update their respective CSG firewall nodbtaltites and
IPTables provide Layer 2 & Layer 3 packet filtering
respectively. Keepalived [11] caters for high aadaility in the
event that one of the active master firewall notils. For
instance, if M_1 fails, S_1 automatically takesthp role of
master and becomes active. The VIP addresses @thband
ethl interfaces of M_1 are also re-assigned to
corresponding interfaces on S_1, thus ensuringiragtyt of
the services offered. The master & backup nodestarozach
other by sending regular multicast advertisemetd. [The
multicast traffic generated by Keepalived is kegptarate from
that generated by the end-user nodes for secuwiétyons and
for minimizing the loss of update messages andp
advertisements. This multicast traffic is sent vie eth2
interface of the firewall nodes and is restrictedat separate
network on Switch 3. GNU Mac Changer [15] helps in
performing MAC address takeover. It is installedlyoon
backup firewall nodes, with appropriateotify _master &
notify_backup scripts defined on them [16]. It is used in
conjunction with Keepalived as the latter allowstasdefine
scripts that can be called during state transitidrasn backup
to master and vice-versa). For example, tiadify master
keyword defines a script that runs on the backugenevery
time the latter becomes master. Since the Ebtgdepacket
load balancing is a Layer 2 load balancing schemeéyork
traffic is load balanced onto MAC addresses rathen IP
addresses. Hence, in case of a failover, the bae&dp has to
have the same MAC addresses as the failed mastier foo
per-packet Layer 2 load balancing to continue tokw@his is
achieved by changing the MAC addresses of the Ipaokde
to that of the failed master node during the dfatesition from
backup to master using reotify _masterscript defined on the
backup node. Also, a modified version of the Caaritd [17]
package is used for connection state synchronizatioall four
firewall nodes, which is required for stateful firglling and
PPLB to work together. When anntrackentry is created in
the internal cache of Conntrackd in one of the ara@&ctive)
firewall nodes, updates are sent to the other tliregvall
nodes, both active & standby ones, of that padic@SG via
multicast. All four PCs therefore have the saroentrackentry
created in their respective Conntrackd internal heac
Consequently, in the case of a failover taking @lacone of
the vrrp synchronization groups, the new master will cargin
to forward traffic pertaining to already establidlednnections
as it already has the necessary connection stédemiation.
The multicast traffic generated by Conntrackd iptkeeparate
from that generated by the communicating end-usstshfor
the same reasons as that for Keepalived. It is\sarmth2 and

is restricted to Switch 3.

th

Switch Configuration

The stateful CSG architecture requires the usehrdet
switches. Switches 1, 2 & 3, each connect to orteeNICs of
each firewall node. While switches 2 & 3 can beimady
unmanageable switches, Switch 1 has to be a mabnlageae
with support for MAC ACLs. This feature is used féetwork
Access Control so that traffic from end-user héstorced to
pass through the firewall nodes for inspectiontfie end, the
switch used as Switch 1 is a Cisco Catalyst 297icBwA
named MAC ACL [18], used for filtering traffic, spplied on
a per-port basis on all switch ports for inbouncedion except

%hose to which the firewall nodes are connected.

Switch (config)# mac access-list extended macl
Switch (config-ext-mac1)# permit any host M_1_ethO
Switch (config-ext-mac1)# permit any host M_2_ethO
The above ACL rules are used to permit only framhes
have the MAC addressés 1 ethOor M_2 ethOas destination
MAC address to be forwarded by Switch 1. Any other
destination MAC address will cause the frames tdropped.

1) The Policy Handler: The Policy Handler
(/etc/dfw/fw_policy _handler)ds implemented as a user-space
TCP application that runs on the firewall nodeswdits for
connections from the CSM. THe/_updatehandler(function
reconstructs the firewall update file received fréme CSM
and applies it to the current firewall ruleset gsthe system()
system call. Since the firewall update file consal®Tables
rules, it is already in usable form and can thusapelied
directly. Any error is caught & logged. The Polielandler
notifies the Network Administrator of errors vieetlitSM so
that any communication between the firewall noded the
Network Administrator machine remains secure.

D. Router Configuration

In order to obtain the full benefit of per-packie¢Wall load
balancing, the load balancing must be supportetdath sides
of the firewall nodes. Hence, traffic going towatte end-user
cluster from the router is also load balanced dh® active
stateful CSG firewall nodes. Since the Ebtablesst&/PPLB
scheme cannot be used on the router, the routanifigured
accordingly in order to perform PPLB. A Cisco 268€ries
router is used. Static routing, enabli@&F, and using théip
load-sharing per-packet'command on the router interface
Fa0/0 help achieve round-robin PPLB. The following
configuration is used to load balance incomingrimgétraffic:

# Adding static routes

router(config)# ip route 192.168.10.0 255.255.255.0
VIP_M_1_ethl 10

router(config)# ip route 192.168.10.0 255.255.255.0
VIP_M_2_ethl 10

# Enabling CEF

router(config)# ip cef

# Enabling PPLB on router’s Ethernet interface
router(config-if}# ip load-sharing per-packet



Two equal-cost static routes are installed on theer for
the end-user subnet 192.168.10.0/24. Each statte ises the
VIP address applied to thethl interface of one the active
(master) firewall nodes as next-hop IP address. Vhe
addresses are used as next-hop IP addresses sucti &
master firewall node fails, its VIP will go to thackup firewall
node and load balancing will continue.

E. The Stateful CSG-based Gateway Firewall

A 4-active-node stateful CSG is used to implemdmt t
gateway firewall. The main difference between tf&GCused
for protecting an end-user cluster and the CSGhiergateway
firewall is that, in the latter implementation, tf@ur active
firewall nodes are sandwiched between two routdretware
responsible for load balancing network traffic opex-packet
basis onto the firewall. Static routing, enabl@BF, and using
the "ip load-sharing per-packet'command on the router
interfaces help achieve per-packet round-robin lmedncing.

F. IPsec

In our design, IPsec is used for securing theiligion of
firewall updates from the Network Administrator rhae to
CSMs, and for securing error reports from CSMs lie t
Network Administrator machine. The paths betwee@SM
and its cluster's CSG firewall nodes are not IRz@tected as
they are inherently secure. This is because tlesvéil nodes
accept firewall updates destined for their locabgeiss only
from the CSM of the cluster to which they belongisTtraffic
is only accepted from theth2 interface on the firewall nodes.
This interface is not enslaved to the bridge dewce the
firewall nodes such that it can only be accessethbyCSM.
Each CSM communicates only with Network Adminigirat
machine and the CSG firewall nodes falling undes it
responsibility. The Network Administrator machinédentity
is checked via the utilization of digital certiftea. Direct IPsec
connections are not established with the firewallles so as
not to strain them with IPsec packet processingis Th
processing is handled by the CSM. The latest Likernels
provide native support for IPsec. The IPsec-todisfOpackage
is installed for a 2.6.20.4 Linux kernel in whicHl ghe
necessary kernel IPsec options and cryptograpbarigims in
the CryptoAPI have been selected. Transport modeseésl to
secure the host-to-host connections between thevddet
Administrator machine and the CSMs as both typewdE are
actual participating source/destination pairs —-QGl8&s receive
the firewall updates while the Network Administratnachine
receives error logs. The IPsec-tools package amnthie IKE
daemonyacoon and thesetkeyutility [19]. racoonis used for
the setting up of automatically keyed IPsec corioastwhile
the setkeyutility is used for manipulating parameters stoired
the Security Association Database (SAD) and Seciritlicy
Database (SPD). X.509 certificates are used fdregtication
as digital certificates are difficult to forge amepresent the
most secure method to manage kegpensslis used to

generate those certificates. For testing purpaseSertificate
Authority (CA) is assumed.

1) Benchmark resultsTwo user-land tools, Iperf [20] and
Netio [21], are used to provide some throughpuiredes of
the secure connections between the Network Admétiat
machine and a CSM. Iperf generates TCP connectigish
involve requests and replies. Netio, too, general&P
connections but sends packets of varying sizes. Timox
machines are used in the test setup and they haee t
following configurations:

e Development platform — Fedora Core 5 with an
upgraded kernel of 2.6.20.4.

« Pentium 4, 1.60 GHz, 256MB RAM
» 10/100 Network Interface Cards
The test parameters for Iperf are:

Window size214KB

Maximum Segment Size (MStBE default for Iperf - 1460

The results obtained with Iperf and Netio respetyivfor
different IPsec transforms are as follows:

TABLE II. PERFORMANCERESULTS FROMIPERF FORDIFFERENT
IPSECTRANSFORMS
Transform Bandwidth (Mb/s)
w/o IPsec 94.1
3DES & MD5 46.7
DES & MD5 89.8
3DES & SHA1 35.4
TABLE III. PERFORMANCERESULTS FROMNETIO FORDIFFERENT
IPSECTRANSFORMS
Packet Bandwidth w/o Bandwidth with IPsec (KB/s)
size IPsec (KB/s) 3DES& DES & 3DES &
MD5 MD5 SHA1
1KB 11474 5767 10386 4159
2KB 11511 5803 10588 4465
4KB 11512 5835 10918 4466
8KB 11511 5854 10991 4485
16KB 11507 5848 10983 4471
32KB 11508 5812 10861 4457
V. THREAT MODEL

The effectiveness of the design of the new stat€BG-
based distributed firewall has been assessed afiiadiy
against various types of threats originating froothbinside
and outside the network. The way in which the neesusty
model counters these threats is described below:

1. Insider attacks

The insider attacks come in two flavors — intrastdu &
inter-cluster attacks. If a malicious end-user wattt attack
another machine found on the same cluster (intretet
attacks), the traffic emanating from the maliciere-user’s
machine will be forced to pass through the CSGuilenodes
for inspection. Direct communication between enerimsts is
prevented by MAC ACLs placed on the switch conmecti



them. In the case of inter-cluster attacks, thffiecrdrom the  handled quite well since IP spoofing is difficutt tealize
attacker undergoes packet filtering several timesgathe way  within the CSG architecture as described above.eblar,
to its destination. The packet filtering is perfednonce by the egress filtering is performed at the very cluséeel in order to
CSG of each of the clusters involved in the comation.  throttle these types of attacks as close as peskilthe source
Also, since each CSG has cluster-specific firewdéls defined as recommended in RFC 2827 [23].

for both ingress an_d egress_packeF filtering |_n|tmid t_o the 4. Packet Sniffing

general network-wide security policy, the fine-graaccess

control thus achieved, together with successivé&gtdidtering, Sniffing is one of the main ways attackers use dthey
help limit inter-cluster attacks. Hence, all thesechanisms network-related information. The MAC ACLs on theitslv
help contain insider attacks as close as possilileetsource. help restrict multicast/broadcast traffic on a tdusNo end-

user node is allowed to send multicast/broadca#tdr This is
because the only destination MAC addresses allowed
An attacker may also try to impersonate differemdias in  outgoing packets from end-user nodes are thodeedfirewall
the cluster like end-user nodes, firewall node€8Ms, using nodes. Hence, there is significantly less traffic the switch
IP/MAC address spoofing. This is prevented by salver that attackers can sniff. Moreover, putting the NiCan end-
security mechanisms that have been put in plac#.sBourity, user node in promiscuous mode will not allow snfiof
one of the in-built security mechanisms providedthyy 2970 unicast traffic of other end-user nodes as thectwitakes use
series Catalyst switch, is used to prevent a nwigciend-user of virtual circuits. Thus, that traffic is restrétt only to the two
node from spoofing the source MAC address of itgjoing = communicating nodes.
packets. Port security can be set on each individuétch
interface (port). Both static and dynamic secure QMA
addresses can be configured. Also, the first addres Rule tampering by malicious end-users is preveatethe
dynamically learned by the switch port can be caieeeinto filtering rules are not found on the end-user nodes rather
the secure address for that port by enabling “gtielarning”.  on dedicated CSG firewall nodes. Hence, even i€maghuser
Sticky secure MAC addresses can then be saved in thHes root access on his machine, he will still heoveomply
configuration file of the switch so that the swiidkerface does with the security policy defined for the networkhié wants to
not need to dynamically reconfigure them when thétch  send traffic. The only rules found on an end-useclmine are
restarts. The number of MAC addresses that cansacae Ebtables rules that are used for load balancingoug traffic.
particular port can be limited to one. Hence, ihalicious end- Hence, the maximum an un-cooperating “insider” daris to
user tries to use a source MAC address other tha&n tchange the load balancing rule.
authorized one, a security violation will occur aadyslog
message will be logged. The advantage of port ggdsithat it VI. RELATED WORK
discards packets with spoofed source MAC addressas that
the firewall nodes do not have to waste CPU cydles
processing them.

2. IP & MAC address spoofing

5. Rule tampering

Several distributed firewall implementations haveeib
developed over the years. These implementatiohdnfaivo
broad categories, namely software-based and haedvased.

In order to guard against IP address spoofing, lidga Some of the major software-based distributed fillsnare as
rules have been formulated and installed on the @®®all  follows:
nodes. The--among-src match of Ebtables allows several
MAC/IP source address pairs to be defined, andgidwaders
are checked against these defined pairs. Spoofgdizafrom
end-user nodes can thus be identified and discarded

The concept of distributed firewall, as expoundegd b
Bellovin, was implemented by loannidis et al. [3[hat
implementation later evolved into the Strongmartritisted
firewall Architecture [24]. KeyNote was used as an

ebtables -A FORWARD -p IPV4 --among-src intermediate common language for translating déiferhigh-
00:01:02:03:04:05=192.168.10.2,11:12:13:14:15:16=19 level policy languages into KeyNote policies/cretidn, and
2.168.10.3,21:22:23:24:25:26=192.168.10.4 -] ACCEPT helped manage access control in large heterogemstwsrks

3. Denial of Service attacks [25] that made use of diverse security mechanisReec was

used for user/host authenticator, secure distohutiof

DoS attacks generally come under two main categoerie credentials and firewall traffic protection.

bandwidth depletion attacks and resource deplegittacks.
These two types involve consumption of resourcé® li Smokey [26] is a user-based distributed firewaditayn that
bandwidth and CPU cycles respectively [22]. The alsbbad was responsible for putting in place a centralizetturity
balancing techniques in the CSG spreads the pditfezing policy on member nodes of a distributed system. pokcy
strain over multiple firewall nodes and prevents ltitter nodes was distributed on a per-user basis and providedanash
from quickly becoming chokepoints. There are aatgriof access as was required. A local policy manageevet user-
DoS attacks and not all can be handled by distibfitewalls.  specific security policies from a policy server.thien passed
DoS attacks, which rely on IP spoofing mechaniscasy be them to the local policy handler, which deployednthon the



host. The security policies consisted of directlgahle
IPChains rules.

Gangadharan and Hwang [6], [8] made use of a liged
micro-firewall approach in order to protect noddsaolinux
cluster. The micro-firewall module was made up bfeé
components — a packet filter (IPChains), an anordatgctor
(LIDS) & access logging facility (LogCheck), andwhs built
on each node. Each cluster formed a policy domanaged

by a policy manager. The individual anomaly detecto

communicated with the policy manager using mobderss,
thus forming a DIDS (distributed intrusion detentisystem).
When an intrusion was detected by the anomaly ttete€ the
micro-firewall on an end-user host, it was repottethe policy
manager, which generated a policy update that easts all
cluster nodes using Java-based RMI. The policy gemalso
notified other policy managers so that the wholevne got
updated to prevent the spread of the threat.

As for hardware-based distributed firewalls, theown
ones include the Distributed Embedded Firewall (BEFWe
Autonomic Distributed Firewall (ADF) and the NetwoEdge
Security Distributed Firewall.

The EFW [27]-[29] is a NIC-based host-OS-independen
firewall that filtered IP traffic to/from a partitar host. It was

managed by a central policy server and all poleyer/EFW-

enhanced NIC communication was authenticated by SSDE

Each policy server managed exactly one policy domaithin
which EFW NICs were grouped into device sets byueirof
their function. That helped ease manageability @oticy
deployment. The EFW NIC had a stateless packedrifily
engine provided in the EFW-enhanced firmware of M€,
which enforced the policy rules. The 3Com 3CR991ilfa of

NICs was used for the EFW as these NICs have ordboa

processor, memory & cryptographic engine, whichvadid the
EFW to operate independently of the host OS.

The ADF [27], [30] implementation finds its origims the

Network Access Control is provided by switch MAC I&C
and port security. The Strongman, Smokey and Miceovall
architectures too provide robust packet filteringd aaccess
control mechanisms. The hardware-based models, vesyweo
not score high in this area as they have limiteckpifiltering
capability due to limited processing power and megnanm the
NIC. The NIC can be easily overloaded by netwoalfi even
when small firewall rulesets are used [27].

e Firewall tamper resistance

Since the firewall rulesets are not found on thd-eser
hosts but rather on dedicated CSG firewall nodedjcinus
end-users cannot change or delete packet filtettes. They
can only comply with the security policy definednl® the
CSG-based and hardware-based distributed firewaltiets
exhibit this characteristic. This is not the caee the other
software-based distributed firewall models, wheralicious
end-users working with root privileges on end-usests can
modify/delete firewall rules.

« High scalability

The Ebtables Layer 2 load balancing scheme allows

additional end-user hosts to be added very easithe CSG
architecture. Firewall nodes, too, can be addedyedghis
helps in preventing the overloading of the firewaddes as the
end-user cluster grows in size. All the other msdalso
provide high scalability.

e Anti-spoofing

In the CSG-based model, packet spoofing by endsuser
prevented by using features like port security witches, and

the --among-srcmatch of Ebtables on the firewall nodes. Any

packet with spoofed MAC or IP addresses is dropaethe

very cluster level. In the hardware-based modeis;spoofing

is achieved through the inaccessibility of the NdGnd-users.

All the other models use some kind of user authetitin

mechanism. For instance, cryptographic certificatesused in

same codebase as the EFW. EFW was created firstvasd the Strongman and the Micro-firewall models, wHimokey
commercialized by 3Com. ADF was later developed byses tickets, uids and secure authenticated clsaimerder to

Adventium Labs, with added capabilities like VidtlRrivate
Groups (VPGS).

The Network Edge Security distributed firewall [3Hs
well, was derived from the same design as EFW & ADF

A. System Evaluation
The stateful CSG-based distributed firewall moded heen

compared to
hardware-based distributed firewalls in order ttedaine the

traffic.

the above-mentioned software-based a

prevent user identity spoofing and the spoofingmtties like
Policy Server and Policy Manager.

e Anti-sniffing

In the CSG-based model, switch MAC ACLs make it

impossible for end-user hosts to send multicasittrast
Moreover, end-users cannot sniff unicasaffic
between two communicating hosts as switches makeofis

Rfttual circuits. In the case of the hardware-badistributed
firewall models, end-users are unable to put thebweser host

various desirable characteristics that it posseaselsto see ¢ in promiscuous mode in order to sniff multidheadcast

how well it fares with respect to the others:

» Fine-grained security

traffic because the NIC operates independentihefhost OS.
As for the software-based implementations, sniffsngossible

by malicious end-users working with root privileges the

The CSG firewall nodes provide both robust Laye3 2/ host, and if the network in which they are deployess not

packet filtering using Ebtables and IPTables retpsy.

limit multicast/broadcast traffic.



* Low overall network load

In our distributed firewall model, the number ofceee
(IPsec) connections to be made is very low as cosaps
those in the other distributed firewalling schemésch have
to establish secure connections with every end-usest
present on the network. In those models, the stoainthe
overall network increases with the number of pragcend-
user nodes present, especially during policy updedadcasts.
This can be deduced easily from the bandwidth estim
obtained for one IPsec connection in Tables Il & lih our
model, secure connections are made only with CSiich
amount to one per cluster. Since fewer IPsec cdiomscand
fewer copies of firewall updates are needed, theraiv
network load is much lower than with the other soés.

e Secure & rapid real-time updating

In the CSG-based model, upon detection of a thibat,
Network Administrator can rapidly create new firdiwales so
as to counter it. These new rules are sent asdlfeydates to
the affected clusters or to all clusters in thewoek if required.
All the models, except Smokey, support this featti@wvever,
the CSG-based model goes one step further thahealbther
models in the sense that end-user nodes that wewopsly
offline or that have freshly been added to theteluso not
need to fetch firewall updates from servers as #reyinstantly
protected by the CSG firewall nodes, which are remland
updated all the time. Moreover, increase in the lemof
protected end-user hosts in the CSG-based model doe
affect the speed of the updating process, as igdke in the
other models. This is because the number of firemwatles
remains the same.

+ Low convergence time

Since we have few IPsec connections to establishaan
small number of CSG firewall
convergence time of the firewalls across the nétwemuch
less compared to updating every single end-user ihothe
network as may be required by the other models bacomes
even more evident when we have to deploy netwodewi
security policies. In the other models, the coneaog time of
the network with regard to the re-synchronizatidnath the
host-resident parts of the distributed firewallderio be high

nodes per cluster, th

and increases with the number of protected end-hssts
involved.

e Low end-user host processing strain

In our model, the packet filtering strain is remd\feom the
end-user hosts. Only two Ebtables rules are plasecach
end-user host for load balancing purposes. Thisacheristic is
supported by the hardware-based models as welk dine
packet filtering process is carried out indepengehy the
NIC’s on-board processor. On the other hand, the-user
nodes in the other software-based models are lyeaviéd by
the packet filtering process, which is done diseoth the end-
user hosts themselves.

e Context knowledge

Context knowledge helps achieve even more robaftctr
filtering, especially at OSI Application Layer ldveThe
firewall nodes forming part of the CSG-based distied
firewall model do not possess end-user host context
knowledge. This is because the packet filteringcpss is done
independently of the end-user hosts, on dedicaitedvdll
nodes. This also holds true for all the hardwargetdamodels
as the NIC operates independent of the host’s tpgrsystem.
Only the Strongman, Smokey and Micro-firewall madate
able to use context knowledge during the packeeriiilg
process as the latter is done directly on the essd-thosts
themselves.

The results of this comparison are summarized biergv.

VII.

This paper highlights a new approach to distributiedter
and network security — the stateful CSG-based iliged
firewall architecture. This distributed security deb
successfully addresses the limitations plaguingtridiged

CONCLUSION

efirewalls and adds a few more desirable charatiesi®f its

own.

Future work will look at the creation of load batary
network interface cards (LB-NICs). In order to et the
tampering of the Ebtables load balancing rules #natfound
on the end-user hosts by malicious users, the EstdBAC-
based load balancing scheme can be incorporated ant

TABLE IV. COMPARISON OF THESTATEFUL CSGBASED DISTRIBUTED FIREWALL WITH OTHER MAJORDISTRIBUTED FIREWALL SCHEMES
Characteristics Strongman | Smokey| M-F| EFW | ADF NES | Stateful CSG-based
Fine-grained security v v v x x x v
Firewall tamper resistance x x x v v v v
High scalability v v v v v v v
Anti-spoofing v v v v v v v
Anti-sniffing x x x v v v v
Low overall network load x x x x x x v
Secure real-time updating v x v v v v v
Low convergence time x x x x x x v
Low end-user host processing straip x x x v v v v
Context knowledge v v v x x x x

KEY: M-F = Micro-firewalls ; EFW = Distributed Embleled Firewall ; ADF = Autonomic Distributed FirewaNES = Network Edge Security



tamper-resistant network interface card with onrdoa [7]
processing engines. This approach adopts a siriilar of

8
thought as that used in the implementation of hardvbased ]
distributed firewalls like EFW [28], [29] and ADRB(]. These
load balancing cards will have to register witheateal policy [l
server first in order to be able to function. Thenteal policy |1
server will perform LB-NIC group management, wheh
LB-NIC group will consist of all the end-user noddCs (1]
forming part of a particular end-user cluster. Thesch LB-

NIC group will have an appropriate load balancingiqy  [12]
created for it. The load balancing policy will silpgonsist of 13
the Ebtables load balancing rules that will indéctite firewall [13]
nodes to which traffic from end-user nodes of atipaar [14]
cluster will be load balanced to. The potential aattages of
this scheme include: [15]
1. Load Balancing rule tamper resistance [16]
Tamper resistance of the load balancing rules Wl [17]
provided as the LB-NIC will be protected from direc
manipulation. This can be ensured in the followimgnner:
(18]
e Only the policy server can add/delete/update tlagl lo
balancing policy on the LB-NIC.
«  Only the policy server can disable the LB-NIC. (19]
« Al policy server/LB-NIC communication is [20]
authenticated and secured by means of cryptography.
2. Easy addition/removal of firewall nodes in the CSG [21]
The centralized management of LB-NICs will alscowll [22]
new firewall nodes to be added/removed in the C®@ v
easily. Upon such changes, the policy server catatepthe
load balancing policy on the LB-NICs by multicagtimew  [23!
load balancing rules to the appropriate LB-NIC grau
[24]

3. No need for a dedicated load balancer

Since load balancing is performed by the LB—NICs[25]
themselves, there is no need for a dedicated safthased or
hardware-based load balancer. Also, network latelecyeases
as the number of intermediate components decreases.

[26]
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